
MT-ISAC Best Practices Workgroup suggested edits to Appendix A based from Identification 

and Authentication Document.  

 

 

ID & Authentication Document recommends adding to IA-5 – Minimum age of password – 24 hours.  

This is a IRS Publication 1075 recommendation. 

ID & Authentication Document recommends adding to IA-5 – Password for 

Elevated/Privileged/Administrative/SU Accounts should be at least 15 characters long. 

 

 

ID & Authentication Document is recommending changing from “locked out for a period of 8 hours” to 

“locked out for a period of 15 minutes”.  This is a IRS Publication 1075 recommendation.   


